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Paradigm shift in crime
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We face a dramatic increase in global incidents and breaches

Sampling of security incidents by attack type, time and impact, 2013 through 2015

Size of circle estimates relative impact of incident in terms of cost to business, based on publicly disclosed information regarding leaked records and financial losses.
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1,000,000,000 records Rise of Mega-breaches
breached in 2014, while CISOs cite Targets are now bigger and their rewards greater as
increasing risks from external threats attackers fine-tune efforts to obtain and leverage higher

value data

Source: |BM X-Force® Research and Development
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New technologies introduce new risks...

44% G 33%

of security leaders expect of organizations don’t
a major cloud provider to suffer test their mobile apps
a security breach in the future

...and traditional security practices are unsustainable
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85 security tools from 1 -5M ‘%"%"%’

open and unfilled security
vendors

1 positions by 2020
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Key Trends from 2015

Sophistication
of Attack
Techniques

Focus on High
Value Targets

Breaches
without
Borders

A Need for
Security Basics
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Why do Breaches Happen?
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* Malware

* Vulnerabilities
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Mis-configured system or application Vulnerable End-user error Targeted Undetermined

code attack,
’—f ’_T exploited

- Configuration Errors

“Weak” defaults - Installing suspect
- Easy passwords applications
- Clicking malicious
“Bugs’ links

* Input validation
- Phishing Emails
- Watering Hole attacks

Source: IBM Security Services 2013 Cyber Security Intelligence Index
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Security leaders are more accountable than ever before

* Loss of - Audit * Impact to * Violation o - Loss of
market failure data and brand
share and - Fines and systems, employee reputation
reputation confidentig privacy and

ity, integrit : customer
/ _trust

| L — Yy Your board
- and CEO
} demand a strategy
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Key takeaways for CISOs
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Frameworks rely on the CISO having Stakeholder Participation

. B "

And their roles are evolving with growing authority,
accountability and impact across the enterprise.

Influencers

Conrfident and prapared,
Imfluance the business
strategically

Protectors

Less confident, priortize
security stratagically but
[ACK Nnecessany struciural
slements

Responders

Least confident, focus largely
on protaction and compllance

How they differ

have a dedicated SIS0

have a secunty/risk
committes

have information security
as a board topic

use a standard set of
security metrics to track
their progress

focused on improving
enterprise communication/
collaboration

focused on providing
education and awareness

Rlih

IEBM Center for Applied Insights, www.ibm.com/smarenical'securily
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Importance of metrics
Influencers

{
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Complancs

Risk and ability to deal with future threats

Vulnerability

Education and awareness

Spead of recovany from incidents

Diay-to- day secunity operations

Attacks identified and thwarted

Cost

000000EPE®
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PO 00e
00000

MNew technodogy and innovation efforts

F;ﬁgw-e 4: Influsncers are more lkely to maaswure progress through a wider variaty of matrics and devota mora attantion to systemic changa than the othar groups.
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Security profiles

Raspondars Protectors Influsncars
Structure Dedicated CIS0 I 5% P 4% [ EIE
and managamant
Securityrisk commitioe I 2% I 2% I 5
Budget line itern I 27 [ i i
Budigst authority CI0 (30%:) GO [325%) CIO (265
IT WP/ DireciorManager (24%) CFO (209) CEOQ [ 269%)
CFO [189%) CED [20%) IS0 (13%)
Organizational reach Increased leadership attention I 50% I 6% N 77
Regular board topic - 2% I 5% I 0
Primary focus over et two years New sacurity Employea education {5:3%:) Employes education [28%)
techmology (46%:)
Mew security Communications
Updating business technology (42%:) collahoration [24%)
processes [36%)
Moasurament Standardizad matrics % e 4% I

Figure 2: Influencers are much more likaly to have elevated information security 10 a stratagic priority.
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2014 U.S. State of Cybercrime Survey

The survey identified eight common deficiencies where spending and efforts lag:

1.

2.

Most organizations do not take a strategic approach to cybersecurity spending
Organizations do not assess security capabilities of third-party providers

Supply chain risks are not understood or adequately assessed

Security for mobile devices is inadequate and has elevated risks

Cyber risks are not sufficiently assessed

Organizations do not collaborate to share intelligence on threats and responses
Insider threats are not sufficiently addressed

Employee training and awareness is very effective at deterring and responding to incidents, yet it is
lacking at most organizations

http://www.pwc.com/us/en/increasing-it-effectiveness/publications/2014-us-state-of-cybercrime.jhtmi

Co-sponsored by CSO magazine, CERT Division of the Software Engineering Institute at Carnegie Mellon University, PwC,
and the US Secret Service, March-April 2014
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http://www.pwc.com/us/en/increasing-it-effectiveness/publications/2014-us-state-of-cybercrime.jhtml

Executive Order 13636:
Improving Critical Infrastructure Cybersecurity

“It is the policy of the United States to enhance the security and resilience of the
Nation’s critical infrastructure and to maintain a cyber environment that
encourages efficiency, innovation, and economic prosperity while promoting

safety, security, business confidentiality, privacy, and civil liberties”
President Barack Obama

Executive Order 13636, Feb. 12, 2013

THE WHITE HOUSE

WASH I NGTON

The National Institute of Standards and Technology (NIST) was directed to work with
stakeholders to develop a voluntary framework for reducing cyber risks to critical
infrastructure

Version 1.0 of the framework was released on Feb. 12, 2014, along with a roadmap for
future work
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The Five Types of Security Risk Frameworks

N

SECTORAL

(Compliance)

(@

SMART
ARCHITECTURE
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NIST Cybersecurity Framework covers five core functions

Identify

Develop and implement safeguards to ensure delivery of
infrastructure services and to help limit or contain the impact of a
cyber-security event

Develop and implement activities to identify the occurrence of a cyber-
security event

Develop and implement activities to take action following detection of
a cyber-security event

Support the ability to contain the impact of an event

Develop and implement activities to maintain resilience and to restore
capabilities or services impaired due to a cyber-security event

Support timely recovery to normal operations
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Reaching security maturity

Predictive Analytics, Big Data Workbench, Flow Analytics
SIEM and Vulnerability Management

Log Management

Optimized
Applications
Identity governance
Fine-grained Data governance Fraud detection
Proficient entitlements Encryption key Hybrid scanning
Privileged user management and correlation
management
U . Data masking / redaction
S [OSREE: Vi Web application protection
Basic Access management DEIfEl0RED 2Ny .
monitoring Source code scanning

Strong authentication Data loss prevention

€ BMsec
e~ 4 Encrm/ntinn A 1" 4

Infrastructure

Multi-faceted
network protection

Anomaly detection
Hardened

Virtualization security
Asset management

Endpoint / network
security management

Perimeter security



Incident response is time critical and cuts across the organizAation

Today'’s response is manual and disconnected - - -

UNDEFINED RESPONSE PROCEDURES -

) - -
create delays and unnecessary confusion -

Hmﬂﬁﬁ.

SILOED SECURITY TEAMS AND TOOLS

lead to manual activities and lost time

UNFAMILIARITY WITH REGULATIONS
cause unfulfilled obligations and privacy concerns

LACK OF SKILLS

build bottlenecks and an inability to act




IBM Leadership

IT-SCC (Information Technology — Sector Coordinating
Council), Member Executive Committee, Officer

- FIRST (Forum for Incident Response and Security
Teams, Member Board of Directors

IT-ISAC (Information Technology — Information
Sharing & Analysis Center)

ICASI (Industry Consortium for Advancing Security on the Internet),
Member Board of Directors @

ICasi
FS-ISAC (Financial Services — Information

Sharing & Analysis Center) = FINANCIAL
= SERVICES

Information
Sharing and
Analysis Center

Other ISACs, Engines and Partners
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What can you do to mitigate these threats?

Keep up with threat intelligence

Maintain a current and accurate asset inventory

Have a patching solution that covers your entire
infrastructure

Implement mitigating controls

Instrument your environment with effective
detection

Create and practice a broad incident response
plan
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside
your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks
on others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access.
IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other
systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE

IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
I EE—— M

THANK YOU

www.ibm.com/security
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