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• Costo de oportunidad


• Velocidad de adopción de nuevas 
tecnologías


• Estrategias de seguridad


• Experiencia del usuario


• Dinero digital


• Nube como habilitador de innovación
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TI y seguridad bancaria Julio 2012 

Biometría 
Una de las características de las inversiones en seguridad es que las soluciones 
son siempre parciales y evolucionan en función de los nuevos ataques. “La 
implementación de chips en las tarjetas de crédito en México y Brasil ha 
derivado, por ejemplo, en la migración de fraudes a otros canales como cajeros 
automáticos”, dice Carlos Goya, director de Estados Financieros en everis México. 

Por eso, si bien las inversiones de seguridad enfocadas en la banca por internet 
y móvil crecen con fuerza, los cajeros automáticos continúan captando una 
porción importante de los desembolsos. Bradesco, por caso, tiene entre sus 
objetivos para este año aumentar de 18.000 a 30.000 el número de cajeros 
automáticos con sistemas de biometría que funcionan con la palma de la mano. 
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Víctimas de fraude eléctrónico 

¿Ha sido víctima de fraude electrónico en los últimos 12 meses? 

No 
90% 

Si 10% 

Clonación de 
tarjeta de débito 

Robo de 
información 

Crédito o préstamo 
a su nombre sin su 

autorización 

Clonación de 
tarjeta de crédito 

Phishing 

Compras no 
autorizadas hechas 

por internet 

Tipo de fraude sufrido 

0% 10% 20% 30% 40% 

Nota: Los resultados provienen de encuestas telefónicas a mayores de 20 años que hacen 
transacciones en línea, por lo menos una vez al mes, en Chile, Argentina, México, Brasil, 
Costa Rica, Panamá y República Dominicana y Colombia. Las encuestas se realizaron 
entre junio y julio de 2011. 
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2    Emerging security trends and risks

Emerging security issues
Traditional attacks are becoming more sophisticated
Many of the traditional security threats that have been 
prevalent over the last several years are continuing to evolve 
and spread. Several of the most noteworthy incidents, 
including attacks by organizations such as Anonymous and 
LulzSec, involved the use of “SQL injection,” a technique !rst 
popularized in the 1990’s.3 

Attack type

SQL injection 

URL tampering

Spear phishing

3rd party software

Distributed denial of service attacks

SecureID

Trojan software

Unknown

 
Note: Size of circle estimates relative impact of breach in terms of cost to business.
Source: IBM X-Force Research and Development.

Figure 1: 2011 Sampling of security incidents by attack type, monthly and impact.

Such attacks target vulnerable databases to bypass authentica-
tion, access the private contents of the database and even 
compromise the operating system that hosts the database. 
Although many organizations have secured the primary 
web-based applications that provide access to these databases, 
updates and revisions to these systems and their supporting 
databases are often not subjected to review with the same level 
of rigor. 

Jan Feb March April May June July Aug Sep Oct Nov Dec

IT Security

IT Security

Marketing
Services

Consumer
Electronics

Defense

Entertainment

Defense

Banking

     Telecommunications

Defense

Consumer
Electronics

Entertainment

Internet
Services

Gaming

Central
Government

Central
Government

State
Police

Banking

Gaming

Central
Government

Central
Government

National
Police

Gaming

Central
Government

National
Police

State
Police

Central
Government

Entertainment

Agriculture

Consulting

Consulting

Defense

Internet
Services

Financial
Market

Consumer
Electronics

IT Security

National
Police

Heavy
Industry

Gaming

Gaming

Gaming

Gaming

Gaming

Gaming

Gaming

Government
Consulting

Online Services

Online
Services

Central
Government

Central
Government

Central
Government

Central
Government

Central
Government

Insurance

Consumer
Electronics

Apparel

Central
Government



IBM Global Business Services      3

Another form of attack that has evolved is the use of 
“phishing,” where attackers trick individuals into revealing 
personal information such as bank accounts, identi!cation 
numbers and the like. In the past, phishers directed individuals 
to websites with names that were similar to established 
companies, deceiving them into revealing their private 
information. 

Today, phishers are directly attacking legitimate web pages and 
inserting dangerous sub-domain pages there. This further adds 
to the perceived legitimacy of the information requests, 
making access by unsuspecting users even more likely. 
Phishing attackers are also leveraging publicly available 
information from social networking sites to compose personal-
ized messages for their potential victims, a targeted style of 
attack often referred to as “spear phishing.”

An increasingly common technique is the mimicking of 
legitimate applications by programs with damaging conse-
quences. One particular form of malware, MacDefender, 
disguises itself as a legitimate antivirus program. Once 
installed, it pretends to scan the computer, "agging random 
!les as malicious to make it appear that the system is heavily 
infected. The malware then offers to remove the identi!ed 
!les for a license fee. If users select this option, they then have 

to register on a website, where credit card information is 
collected and charged. Other intrusions, such as Flashback, 
pretend to mimic legitimate programs like Adobe Flash; when 
downloaded, they inject unauthorized code into applications 
and direct users to access unintended websites. A recent study 
suggested that over half a million Mac users have been infected 
with variants of this Flashback virus.4

Taking more than your device to work
The proliferation of mobile devices has clearly had an effect on 
organizations over the past year. Not only are organizations 
looking to develop mobile strategies that address the needs of 
customers, they are adopting new policies for employees as 
well. As individuals look to leverage the power of a new 
generation of tablets and smartphones, the use of personal 
devices in the corporate environment will rise. 

While the trend toward “Bring Your Own Device” can provide 
a host of advantages to end users, the lack of corporate 
ownership and control adds to the security challenges that 
organizations must address. The 2011 X-Force report high-
lights a clear uptick in the malicious activity targeting these 
mobile devices (see Figure 2).

2006 2007 2008 2009 2010  2011
 
Source: IBM X-Force Research and Development.

Figure 2: Mobile operating system exploits, 2006-2011.
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Mobile devices provide an additional level of risk for a host of 
reasons. Because of the relationship between phone end users, 
telecommunications companies and mobile operating systems 
vendors, vulnerabilities can remain undetected for extended 
periods of time. This provides a larger window of opportunity 
for attackers. 

Further, the growing number of mobile platforms and the 
impact of regulatory requirements exacerbate the situation. 
The availability of programs that enable “jailbreaking” – that is, 
installing unapproved third-party applications on a device – has 
made it easier for unauthorized individuals to obtain access to 
data on phones. Finally, mobile devices, which often combine 
GPS hardware with voice, messaging and data services, can be 
at risk for attacks that can monitor multiple aspects of a user’s 
private communication – including recording location, 
messages, emails and phone calls.

Attack activity associated with mobile platforms has been 
relatively small compared to the volume of activity targeting 
traditional workstations. But in the future, we expect to see 
more security issues arising from mobile device adoption that 
keeps growing rapidly. 

Risks of social media: Are we trusting without verifying?
Over the last several years, social media has transformed from a 
fringe activity into the number one online activity in the world. 
By the end of 2011, approximately 80 percent of the global 
online user population (over one billion people) was using 
social media.5 This rapid growth provides a fresh breeding 
ground for fraud and scams that were once successful on email 
are now revitalized in this new environment. 

Social media also adds another risk dimension: the amount of 
private information that users are pouring into social networks 
has shifted and simpli&ed the paradigm of social intelligence 
collection, providing more complete pictures of individuals and 
networks that can be subjected to attacks.  Individuals who are 
associated with an organization targeted by hackers may &nd 
themselves interacting with compromised accounts within 
their social networks, inadvertently exposing information or 
accessing sites which then infect them with malware. This can 
ultimately result in the theft or destruction of corporate data 
assets. Personal information can be targeted in an attempt to 
gain access to passwords, locate sensitive documentation and 
even disseminate malicious &les throughout an organization.

Security in today’s evolving world
Mobility, social media and web commerce are clearly 
entrenched concepts that are reinventing how organizations 
compete in today’s business environment. Although these 
activities, by de&nition, engender some form of risk, it is far 
more realistic for companies to mitigate these risks than to 
attempt to avoid this new generation of technologies alto-
gether. Based on IBM experience working with organizations, 
we see four opportunities for business executives to address 
these emerging security issues:

 Building a proactive security intelligence capability
 Developing a uni&ed view of all endpoints, including 

mobile devices
 Protecting information assets at the database level

Staying safe while staying social.

Emerging security issues for organizations: 
Attacks are becoming more sophisticated;  
mobile devices are increasingly being targeted; 
and social media is a fresh breeding ground  
for fraud.
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USAID - Citi Alliance to Accelerate Mobile Money Adoption 

The ability to store and transfer money, as well as to make 
small payments using mobile phones, has the potential to 
lift millions out of poverty, just as the Green Revolution did 
in the 1960s. 
                          
                                Rajiv Shah, USAID Administrator

Mobile money is a game-changing endeavor with the 
potential to improve lives, create jobs, spawn new 
enterprises, and expand financial inclusion.

                                Vikram Pandit, Citi CEO



2     The power of cloud

Whether companies choose to become optimizers, innovators 
or disruptors depends on a variety of factors, including how 
much risk they are willing to assume and their current compet-
itive landscape. We suggest business leaders carefully assess 
their organizations to determine which archetype they most 
closely match – as well as which one they aspire to in the future 
– and how they can leverage cloud to create new business 
models that promote long-term growth and pro!t.

What is cloud?

Cloud computing is a pay-per-use consumption and 
delivery model that enables real-time delivery of 
DPOæHVSBCMF�DPNQVUJOH�SFTPVSDFT�	GPS�FYBNQMF
�
OFUXPSLT
�TFSWFST
�TUPSBHF
�BQQMJDBUJPOT
�TFSWJDFT
��
5ZQJDBMMZ
�UIFTF�BSF�IJHIMZ�TDBMBCMF�SFTPVSDFT�EFMJWFSFE�
PWFS�UIF�*OUFSOFU�UP�NVMUJQMF�DPNQBOJFT
�XIJDI�QBZ�POMZ�
GPS�XIBU�UIFZ�VTF��

Cloud delivery models can help organizations scale their 
JOWFTUNFOUT�BT�UIFZ�HSPX�UIFJS�CVTJOFTT��5IFZ�DBO�BMTP�
open the door to new business approaches through 
TUBOEBSEJ[FE�BQQMJDBUJPOT
�JOGSBTUSVDUVSF
�UFTUJOH�
environments and business processes that help improve 
TFSWJDF�EFMJWFSZ�BOE�FGæDJFODZ�

For additional details about both business and technical 
BTQFDUT�PG�DMPVE�DPNQVUJOH
�QMFBTF�TFF�ibm.com�DMPVE�

Cloud’s bright future
Through our survey of business and technology leaders, we 
discovered that organizations – both big and small, across 
geographies and in virtually every industry – are embracing 
cloud as a way to reduce the complexity and costs associated 
with traditional IT approaches. Almost three-fourths of the 
leaders in our survey indicated their companies had piloted, 
adopted or substantially implemented cloud in their organiza-
tions – and 90 percent expect to have done so in three years 
(see Figure 1). And the number of respondents whose 
companies have substantially implemented cloud is expected to 
grow from 13 percent today to 41 percent in three years. 

Today

Figure 1: A large majority of survey participants have implemented 
DMPVE�BU�TPNF�MFWFM�r�BOE�BEPQUJPO�JT�FYQFDUFE�UP�BDDFMFSBUF�JO�
DPNJOH�ZFBST��

Source: 2011 IBM Institute for Business Value/Economist Intelligence Unit Cloud-Enabled 
Business Model Survey.

What is your organization’s level of cloud adoption?
Percent of respondents

90%

Three years

38%

21%

13%

21%

28%

41%

Piloting

Adopting

Substantially 
implemented

+33%

+215%

72%
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Value chains
Cloud adoption can help an organization maintain 

its place in an existing value chain through increased ef!ciency 
and an improved ability to partner, source and collaborate.

By assisting in developing new operating 
capabilities, cloud can help a company change its role within 
its industry or enter a different industry.
Create: Organizations can use cloud to build a new industry 
value chain or disintermediate an existing one, radically 
changing industry economics.

Cloud Enablement Framework
Using the extent to which an organization’s use of cloud can 
affect value propositions and value chains as dimensions, we 
created a “Cloud Enablement Framework,” which identi!es 
three organizational archetypes: Optimizers, innovators and 
disruptors (see Figure 5). These archetypes characterize the 
impact of an organization’s cloud-enabled business strategy. 
They are based on the extent to which an organization 
enhances, extends or invents customer value propositions – and 
improves, transforms or creates new value chains. 

The framework is not a maturity model. We don’t expect or 
recommend that organizations !rst start as optimizers and then 
become innovators and disruptors. Instead, an organization 
should determine its place in the Cloud Enablement 
Framework based on the company’s strategy, risk pro!le, 
competitive landscape, etc.

Optimizers use cloud to incrementally enhance their customer 
value propositions while improving organizational ef!ciency 
(see sidebar, Optimizer case study: North Carolina State 
University). Optimizers stand to deepen their customer 
relationships without risking the potential failure inherent in 
radical new business models. While optimizers can expand the 
value they offer through improved products and services, 
enhanced customer experiences and broader channel delivery 
options, they tend to realize lower revenue and market share 
gains than innovators and disruptors. 

Enhance

Figure 5: The Cloud Enablement Framework helps organizations 
DMBTTJGZ�UIF�FYUFOU�UP�XIJDI�UIFJS�VTF�PG�DMPVE�JNQBDUT�WBMVF�
QSPQPTJUJPOT�BOE�WBMVF�DIBJOT��

Source: IBM Institute for Business Value analysis, 2012.
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The “Cloud Enablement Framework” 
identi!es three organizational archetypes – 
optimizers, innovators and disruptors – that 
characterize the impact of an organization’s 
cloud-enabled business strategy. 














