
IBM Security Strategy
Fearless in the face of uncertainty

—
Kenneth Gonzalez – IBM X-Force Red
Javier Portuguez – IBM Security Eng.



Organizations are using

too many
tools from too 
many vendors

Too many tools
GDPR fines can cost  

billions
for large global 
companies

Compliance updates
By 2022, CISOs will face

1.8 million 
unfulfilled 
cybersecurity jobs

Skills shortageWhat we face…

Cybersecurity is a universal challenge
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5 billion
personal data 
records stolen

20.8 billion 
things we need
to secure

$6 trillion
lost to cybercrime 
over the next 2 years

What’s at stake…



Help me…

What we’re hearing 
from customers
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Modernize 
security 
frameworks 
and controls

Respond to 
the global 
security skills 
shortage

Secure the 
journey to cloud 
and digital 
transformation

Maintain data 
privacy and 
regulatory 
compliance

Address 
increasing cyber 
attack vectors 
including IoT



The future of security
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2019+
Connected security for all,
at the “speed of cloud” 

2011-2018
Security intelligence
across the enterprise

Before 2011
Bolt-on security 
for IT projects

SECURITY
INTELLIGENCE

APPS

MOBILE

ENDPOINT

THREAT
INTEL

NETWORK

ADVANCED
FRAUD

IDENTITY
& ACCESS

DATA

Beyond…
AI, quantum, blockchain 
and IoT security



Post-quantum  
cryptography
Lattice cryptography
will protect organizations 
from quantum-enabled 
hackers

Good AI 
versus bad
IBM researchers are 
finding ways  to address 
the weaknesses found 
in AI systems

Blockchain 
for security
IBM invented the
way to share threat 
intelligence that’s 
anonymous and trusted

Securing the 
world of things 
IBM researchers are working on 
cryptographic algorithms and 
protocols, and key management 
to enable end-to-end IoT security

Thousands of IBM Researchers in 12 labs across 6 continents 
are busy working on security projects that will shape our future

Ready for future battles

IBM Security / © 2019 IBM Corporation 5



Focus on regulatory 
compliance 

Ensure workloads in the cloud 
meet new security standards 

Increase investments
for “right side of the boom”

Adopt standard security 
frameworks and controls

Design integrated risk, 
compliance and security 
analytics 
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Challenges we hear 
from CISOs in the 
Financial Services Sector



Ensure patient privacy, 
safety and security

Secure medical devices, 
sensors and IoT endpoints

Meet the demands 
of digital transformation

Maintain regulatory 
compliance

Secure medical 
images
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Challenges we hear 
from CISOs in the 
Healthcare Sector



Deal with aging 
infrastructures

Address insufficient 
IT administration

Meet the demands 
of digital transformation

Ensure data privacy 
and compliance

Respond to talent 
and funding shortage
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Challenges we hear from
CISOs in State and Local 
Government Agencies
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Some numbers

While overall ransomware 
infections were down, 
enterprise infections were up by 
12 percent in 2018.

Ransomware

12%

take many forms, including 
hijacking software updates and 
injecting malicious code into 
legitimate software

Supply Chain Attacks

78%

Use of malicious JavaScript 
code to steal credit card details 
and other information from 
payment forms on the checkout 
web pages of eCommerce sites

Formjacking

4,800

In 2018, 1 in 10 URLs analyzed 
were identified as being 

malicious, up from 1 in 16 in 
2017.

1 of 10 URL’s are malicious

1

Most of the business have web 
presence… that’s why year by 
year the web attacks increase 

their numbers 

Increase of web attacks

56%

Best and preferred way to infect 
computers, networks and 
companies with malware

Malicious Emails

48%
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https://www.symantec.com/content/dam/symantec/docs/reports/istr-24-2019-en.pdf
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Fraud

Account theft – takeover

Identity theft

On financial & insurance services

Emerging Cybersecurity Threats

Infra Tech Risk
Web application attacks

DDoS

Supply Chain

Third Parties

Soc Eng.

APT

Client security

Emails

Spear Phishing

Poor tech and 

administrative control 

implementations

Ransomware

Backdoors

Data Exfiltration
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Infrastructure technology risk

Emerging Cybersecurity Threats
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Infrastructure technology risk

Emerging Cybersecurity Threats
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https://research.checkpoint.com/the-nso-whatsapp-vulnerability-this-is-how-it-happened/

https://www.vice.com/en_us/article/qvakb3/inside-nso-group-spyware-demo
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APT

Emerging Cybersecurity Threats
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Policies and procedures Industry standards ITIL COBIT
Compliance

Frameworks Best practices Management 
and control

Firewall UTM IPS DLP CLOUD IAM VPN DDoS 

Protection Device Management IDS
Antivirus WAF Vulnerability Scan

Auditing Consulting Training MSS Vulnerability 
Assessment IAM VPN DDoS Protection Pentesting

IDS
Hardening SIEM SOA

Auditing Consulting 
Assessment IAM VPN

IDS
Hardening

Policies and procedures 

Frameworks
and control
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What do we should target and what 
you are really want to KNOW. 

Several e-assets and data on the environment, so we need to create a 

Cyber-Strategy considering things like:

- Industry context 

- Risk 

- Threat modeling

- Technologies

- Public presence

- More…
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Let’s use generations... 
A possible model

Old School – First Gen

Current Scenario – Second Gen

Future – Third Gen

01

02

03
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Demo



Cloud 
Platform

IBM Security Connect 
AppDev Framework

AI and 
analytics

Open threat intel
and data connectors

Catalog Applications  |  Solutions  |  Services
from IBM, Partners, Customers

About the Connect Platform

25

Existing 
infrastructure

On-premises security 
tools and infrastructure

Public and 
private clouds

Mobile devices
and endpoints
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IBM Security Connect

Common Data Platform

Connect Edge

Threat 
Intelligence 
API

Connected 
Asset & 
Risk

Universal 
Data 
Service

26

Common Application Platform
Threat Ops Digital Trust Cloud Security Build Your Own

1 API to query 
all data

1 API to 
integrate and 

query asset and 
risks

1 API to 
prioritize and 
apply all your 

threat intel IBM Security / © 2019 IBM Corporation

IBM Security
QRadar

MaaS360Guardium

Resilient

Trusteer BigFix

X-Force 
Exchange

AppScan

IBM Security Ecosystem

OrchestrationAutomation

A total 
integration 
hub for 
the 
security
industry



• Largest enterprise cybersecurity provider

• Leader in 12 security market segments

• 8,000+ security employees

• 20+ security acquisitions

• 70B+ security events monitored per day

Where we are now

IBM Security / © 2019 IBM Corporation 27



• https://exchange.xforce.ibmcloud.com

• https://app.threatconnect.com/auth/index.
xhtml#/ 

• https://otx.alienvault.com/dashboard/new

LINKS
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https://otx.alienvault.com/dashboard/new


ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

youtube/user/ibmsecuritysolutions
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direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives.  IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines 
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.
Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper access can result in 
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product  should be considered completely secure and no 
single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will 
necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise 
immune from, the malicious or illegal conduct of any party.

FOLLOW US ON:

THANK YOU

ibm.com/security/community


