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‘Cybersecurity is a universal challenge

What's at stéke.,.

What we face...

20 8 bllllon

things we need
to secure

Compliance updates
GDPR fines can cost

billions

for large global
companies

.5 billion

personal data
records stolen

Skills shortage
By 2022, CISOs will face

1.8 million

unfulfilled
cybersecurity jobs

'$6 trillion

lost to cybercrime
over the next 2 years

Too many tools
Organizations are using

too many

tools from too
many vendors




What we’re hearing

from customers

Help me...

@ 5 %) 2: o,

Modernize Respond to Address Maintain data Secure the
security the global Increasing cyber privacy and journey to cloud
frameworks security skills attack vectors regulatory and digital

and controls shortage including IoT compliance transformation



The future of security

2019+ Beyond...
Connected security for all, AI, quantum, blockchain
at the “speed of cloud” and IoT security
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Ready for future battles

Thousands of IBM Researchers in 12 labs across 6 continents
are busy working on security projects that will shape our future

Good Al
versus bad

IBM researchers are
finding ways to address
the weaknesses found
in AI systems

Post-quantum
cryptography

Lattice cryptography

will protect organizations

from quantum-enabled
hackers

Blockchain
for security

IBM invented the

way to share threat
intelligence that’s
anonymous and trusted

Securing the
world of things

IBM researchers are working on
cryptographic algorithms and
protocols, and key management
to enable end-to-end IoT security



Challenges we hear
from CISOs in the
Financial Services Sector Focus on regulatory

compliance

Ensure workloads in the cloud
meet new security standards

Increase investments

for “right side of the boom”

Adopt standard security
frameworks and controls

Design integrated risk,
compliance and security
analytics




Challenges we hear
from CISOs in the
Healthcare Sector

Ensure patient privacy,
safety and security

Secure medical devices,
sensors and IoT endpoints

Meet the demands
of digital transformation

Maintain regulatory
compliance

Secure medical
images




Challenges we hear from
CISOs in State and Local
Government Agencies R Dealwith aging

infrastructures

Address insufficient

_; 47/7//-% | ITadministration

Meet the demands
of digital transformation

Ensure data privacy
and compliance

Respond to talent
and funding shortage




Some numbers

1 of 10 URL’s are malicious

In 2018, 1 in 10 URLs analyzed
were identified as being
malicious, up from 1in 16 in
2017.

Increase of web attacks

Most of the business have web
presence... that's why year by
year the web attacks increase

their numbers

Malicious Emails

Best and preferred way to infect
computers, networks and
companies with malware
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https://www.symantec.com/content/dam/symantec/docs/reports/istr-24-2019-en.pdf

Ransomware

While overall ransomware
infections were down,
enterprise infections were up by
12 percent in 2018.

Supply Chain Attacks

take many forms, including
hijacking software updates and
injecting malicious code into
legitimate software

Formjacking

Use of malicious JavaScript
code to steal credit card details
and other information from
payment forms on the checkout
web pages of eCommerce sites



MALICIOUS EMAIL URL RATE BY INDUSTRY (YEAR) MALICIOUS EMAIL PER USER BY INDUSTRY (YEAR)

INDUSTRY EMAIL MALWARE (%) INDUSTRY USERS TARGETED (%)
Agriculture, Forestry, & Fishing 11.2 Mining 384
Retail Trade 109 Wholesale Trade 36.6
Mining 8.9 Construction 26.6
Services 8.2 Nonclassifiable Establishments 212
Construction 7.9 Retail Trade 21.2
Public Administration 7.8 Agriculture, Forestry, & Fishing 211
Finance, Insurance, & Real Estate 7.7 Manufacturing 20.6
Manufacturing 7.2 Public Administration 20.2
Nonclassifiable Establishments 7.2 Transportation & Public Utilities 20.0
Wholesale Trade 6.5 Services 11.7
Transportation & Public Utilities 6.3 Finance, Insurance, & Real Estate 116

EMAIL SPAM RATE BY INDUSTRY (YEAR)

INDUSTRY EMAIL SPAM RATE (%)
Mining 58.3
Finance, Insurance, & Real Estate 56.7
Manufacturing 55.1
Public Administration 549
Agriculture, Forestry, & Fishing 54.6
Transportation & Public Utilities 54.6
Nonclassifiable Establishments 54.2
Services 54.1
Retail Trade 53.7
Construction 53.6
Wholesale Trade 52.6
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Member State m Regional Rank Global Rank

Costa Rica* 0.221 115

IBM Security / © 2019 IBM Corporation






Legal

Cybercrime legislation
Cybersecurity regulation
Containment/curbing of spam legislation

Technical Measures

CERT/CIRT/CSIRT

Standards Implementation Framework

Standardization Body

Technical mechanisms and capabilities deployed to address Spam
Use of cloud for cybersecurity purpose

Child Online Protection mechanisms

Organizational Measures

National Cybersecurity Strategy
Responsible Agency
Cybersecurity Metrics

Capacity Building Measures

Public awareness campaigns
Framework for the certification and accreditation of cybersecurity professionals
Professional training courses in cybersecurity

Educational programs or academic curricular in cybersecurity
Cybersecurity R&D programs

Incentive mechanisms

Cooperation Measures

Bilateral agreements

Multilateral agreements

Participation in international fora/associations
Public-Private Partnerships
Inter-agency/intra-agency partnerships
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Gabon

State of Palestine
Senegal

Sudan

Gambia

Ethiopia

Malawi

Iraq

Tajikistan

Algeria

Nepal

Seychelles
Kyrgyzstan
Guatemala

Antigua and Barbuda
Costa Rica

Tonga

Liberia

Libya

Bosnia and Herzegovina
Madagascar

Lao

Fiji

Guinea

Trinidad and Tobago
Lebanon

Zimbabwe

Bhutan

Afghanistan
Barbados
Myanmar
Saint Vincent and the Grenadines
Congo
Cambodia
Mozambique
Bahamas
Grenada
Bolivia

Sierra Leone
Eswatini
Guyana
Papua New Guinea
Nicaragua
Belize
Namibia

El Salvador
Andorra
Turkmenistan
Suriname
Mauritania
Nauru

Chad
Vanuatu
Angola

Saint lucia
Niger
Burundi

Togo

Mali

Timor-Leste

San Marino

Marshall Islands
Somalia

South Sudan

Saint kitts and Nevis
Sao Tome and principe
Djibouti

Solomon Islands

Tuvalu

Guinea-Bissau

Cabo Verde

Lesotho

Haiti

Honduras

Micronesia

Central African Republic
Equatorial Guinea
Kiribati

Vatican

Eritrea

Democratic people's Republic of
Korea

Dominica

Yemen

Comoros

Democratic Republic of the
Congo

Maldives




Emerging Cybersecurity Threats

On financial & insurance services

Infra Tech Risk APT

L J
Web application attacks Ransomware
DDoS Backdoors
Supply Chain Data Exfiltration

Third Parties

Client security .

Fraud

Soc Eng.
@

Account theft — takeover

Identity theft

Emails

Spear Phishing

Poor tech and
administrative control

implementations
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merging Cybersecurity Threats

Infrastructure technology risk

MPANC

TNIABHAR / TPAMC

$3/,q $6/Mec

$1 2 /mec

$1 O/mec

1 Aetb 1 mecay 1 mecay 1 mecay
1 ataka 1 ataka 1 ataka 1 ataka
120 CeKyHA ataku 300 cekyHA atakum 600 CeKyHp aTtakn 1200 cekyHA ataku
216Gbps TN 216Gbps TN 216Gbps TN 216Gbps TN
Layer 4: SSYN, OVX, DNS, NTP Layer 4: SSYN, OVX, DNS, NTP Layer 4: SSYN, OVX, DNS, NTP Layer 4: SSYN, OVX, DNS, NTP
SSDP SSDP SSDP SSDP
Layer 7: GET, POST Layer 7: GET, POST Layer 7: GET, POST Layer 7: GET, POST
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Emerging Cybersecurity Threats

Infrastructure technology risk

ASUS users fall victim to supply chain attack
through backdoored update

Centers Markets
Attackers hijack ASUS's auto-update process to deliver malware. Preventing such attacks is

difficult, but vendors and their customers can do more to mitigate the risk.

= Domestic
O ﬁ @ @ @ L - Manufacturer

By Lucian Constantin
Romania Correspondent, CSO s e
£

Information

= —

Over a million users might have downloaded and installed a backdoored version
of an ASUS application that was served from the company's official update
servers. The incident is the latest in a string of software supply chain attacks
that have come to light over the past couple of years and highlights the need for
companies to better vet the applications and updates they deploy on their
systems.

i
International

Manufacturer
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The NSO WhatsApp Vulnerability - This is How It Happened

May 14, 2019



https://research.checkpoint.com/the-nso-whatsapp-vulnerability-this-is-how-it-happened/

s =1
.text:D692EE62 CMP.W

BY THE NUMBERS
=

LIKELY OPERATORS LINKED
TO COUNTRIES
WITH WITH A ST 030
LIKELY INFECTIONS ABUSING SPYWARE

O TARGET CIVI
OPERATORS WITH SOCIE

CITIZEN LAB 2018

https://www.vice.com/en_us/article/qvakb3/inside-nso-group-spyware-demo
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Emerging Cybersecurity Threats
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by the millions
J—
equitac [ 153m
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whorganchase [JJfj 76m

Home Depot. [JJ] s6m

oo I
Target Stores. [ wom

Adobe ] 38m

US Office of Personnel
Management (0PM) Jz2m

sony'sPlaystation Network. [JJf] 77m
roasecurity [l] som
Heartland Payment Systems - 134m

TIX Companies, Inc. - 94m

SOURCE: C50



Policies and procedures

Frameworks
and control
UTM CLOUD

Device Management

Antivirus

Consulting

Assessment VPN

IDS

Hardening

DDoS Protection

Policies &fthplaresdures

Management
Framewor
a rol
Vﬁﬁ DDoS
IDS C ol
Vulnerability Scan
Assessment VPI
IDS
Hardening
Vulnerability
Pentesting

SOA



you are really want to KNOW.

/_\ Several e-assets and data on the environment, so we need to create a

Cyber-Strategy considering things like:

/ What do we should target and what
—

_—

\ - Industry context
- Risk
\‘ - Threat modeling
\ - Technologies

M Public presence

More...
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Let’s use generations...

A possible model

Old School — First Gen

01

A. Humans

B. Non-Centralized monitoring systems (First Gen)

Current Scenario — Second Gen
A. Log Repositories

} Add Threat Intelligence
B. SEM

Future — Third Gen

03

A. SIEM + Steroids
B. SAO (Security Automation and Orchestration)

} Add Artificial Intelligence
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Catalog

Cloud
Platform

Existing
Infrastructure
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Applications | Solutions | Services
from IBM, Partners, Customers

IBM Security Connect Al and Open threat intel
AppDev Framework analytics and data connectors

On-premises security Public and Mobile devices
tools and infrastructure  private clouds  and endpoints




A total
Integration

s [BM Security Connect

hub for ©
the Thps

security / =

RS

Digital Trust Cloud Security
Common Application Platform

industry 'i__

IBM Security

X-Force

QRadar Exchange

Resilient

Guardium MaaS360

Trusteer BigFix AppScan
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Automation Or ion
~ chestration
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Build Yourown/

Connect Edge

1 API to query
all data

1 APl to
integrate and

query asset and
risks

1 APl to \

& Capgemini

IBM Security Ecosystem
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N
= Carbon Black. @Symantec
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-
Otenable

\

J

prioritize and

apply all your
threat intel




Where we are now

Largest enterprise cybersecurity provider (§ IBM Security

Leader in 12 security market segments

8,000+ security employees

20+ security acquisitions

70B+ security events monitored per day
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LINKS

* https://exchange.xforce.ibmcloud.com

» https://app.threatconnect.com/auth/index.
xhtml#/

e https://otx.alienvault.com/dashboard/new
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https://otx.alienvault.com/dashboard/new

€ BV security

THANK YOU

FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmcloud.com

3 @ibmsecurity

I3 youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of
direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be considered completely secure and no
single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise
immune from, the malicious or illegal conduct of any party.




