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Akamai Snapshot

o

$3.2B 8,396"

2020 Annual Revenue Current Employees

Up 11% year-over-year and when *As of December 2020
adjusted for foreign exchange

Akamai had

6,589

revenue generating customers
at the end of Q420
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Founded in 1998 (Nasdaq:AKAM), with HQ in
Cambridge, Massachusetts

Invented Content Delivery Network (CDN),
that's Akamai Intelligent Platform

Akamai Intelligent Platform has ~350K servers

delivering 200 Tbps (March 2021) in over 135
countries

Responsible of serving 40% of all web traffic

85% of the world's Internet users are within a
single "network hop" of Akamai‘'s CDN
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s What is a Content Delivery
Network (CDN) / Red
distribuida?







Delivering content without a CDN

or

e BB Microsoft
B Azure

Google Cloud

A

A
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Delivering content with a CON from the Edge

Cache a O ) O
Server —]

or

0

0
0

Edge
Serve

Origin

Private Data Center / On-Premise

or

& BB Microsoft
B Azure

Google Cloud

A
1
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Delivering content with a CDN from the Edge+Security

or

Moving content closer to your users and offload your origin server
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Casos de Negocio !
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Akamai Real User Monitoring
UK Users, UK Origin RWD Site
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M and M Direct Delivers Fast, Quality Experiences with Akamai

MmDirect

103%

avg. performance

iImprovement over
DSA

Median:

DSA Only: 6,771 ms
lon: 3,338 ms
Savings of 3,433 ms

G



Decker’s Outdoor Corporation
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www.uqggaustralia.com

Responsive site, delivered with lon
Median perf improvement: 153%

DSA: 4.93s, lon: 1.95s
(11/5-11/12)

Deal signed 8/23

Fully integrated with DPC and FEO

10/15

__deckers
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Why do 1
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The Ransom letter

Subject DDOS ATTACK

From: Acmada Collecive <sonder emad address [DOTICoM® o ruademized

FORWARD THIS MAIL TO WHOEVER IS IMPORTANT IN YOUR COMPANY AND CAN MAKE
DECISION!

We are Armaca Colectve
htip imgety comv?g=Armada+ Cellectve

Al your servars will be DDoS-0d starsng Moncay (March 14) if you
don pay protection - 25 Bacoins @ blicoin wale! accoun! « - randomised

ALL! USERS WILL NOT BE ABLE TO USE YOUR SERVICES!

if you cont pay by Monday, attack will start, price 0 s20p wil
ncrease 0 S0 BTC and wil go up 20 BTC for avery day of anack

This is not a joke. X
Our atiacks aro extremoly poworful - sometimes over 1 Thpa por second.
S0, no cheap peolection will held.

Prevent it ail with just 25 BTC @ Oefcown wole! account
Do not reply, we will not read. Pay and we will know Iis you. AND YOU

WILL NEVER AGAIN HEAR FROM US!
BiCoIn I8 anorymous, Nobody will ever know you cooperated.

(perience the Edge



Hackeo interno en el Banco de Chile: informatico robd 475 millones de pesos usando su PC
https://www.biobiochile.cl/especial/noticias/reportajes/reportajes-reportajes/2018/07/18/hackeo-interno-en-el-banco-de-chile-informatico-robo-475-millones-de-pesos-usando-st

h | F
#Estafa nacional ae F

Hacked interno enr®Banco de Chile: informatico robé
475 millones de pesos usando su PC

il

. 58 e de DOIK | NA

na querelia prewventada poc La empeesa @0 Andronxo Luksic por ol delto de enzals, revela

0 ol "especialinng en operaciones”™ Ehias Lillo &¢ 55 o monsd un tamglado de
MENSEAs para conseguir claves y ranafenir o @nero 2 L cuenta de su padre. Su Gltima
tramsaccaan, de hecho, s realind diss antes Sl 24 de mayo pasade, cuando hackers
immernacionales rodaran 10 millones de dddares de la entidad financeera El delito o cometio
messdicameate entre mayo de 2017 a mayo de 2014 dn que nadie e percatass. Los fondos
salian de snae curnta ex Mmoneds extranjers goe mancis o Bance de Chdle para sun
ransa»ocsones en o exnerior. La investigackin inmerma, hasta ahora, arroja que ¢l geerciiado se
emboho mis de 475 millones de peson, pero Jos audsores internos dewcabrseron gue exiten
operaciones con ¢ mismo modes operandl desde 2008 De Al gue 1a estala podria superar oo
1.500 mibDones de pesos. Fl case guedd en manes de ka Fiscalia Cemtro Nogte y L hissoria Ba

revelda la Unidad de Investigatatn de Radio Rio 8o

En su oficing nadie sabe 3 clencis clerta sl fue un dia antes © w20 Sespade. pero 3o clerse os que of

SO0 vh Computactin [lias Lilo Sandoval -de 35 afNos- Sepd A¢ aablir a va rabaje Come “Lapecialine
en Operaciones™ del Banceo de Chille. & fines de mayo pasado, cuando 1a entidad Draaciera era Mmacada
por Rackers intersacionales. perdiendo 10 millones do ddbaros

Lo Liwvihere

@
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https://www.biobiochile.cl/especial/noticias/reportajes/reportajes-reportajes/2018/07/18/hackeo-interno-en-el-banco-de-chile-informatico-robo-475-millones-de-pesos-usando-su-pc.shtml

Sistema de Administracion Tributaria (SAT)

http://www.elfinanciero.com.mx/tech/hackers-tumban-el-portal-del-sat.html

https://www.facebook.com/hackersdemexico.net.mx
21/03/2016 alas 15:03 DESDE COSTA RICA

L www.oitnanciero.com.mxtech/hackers-tumban-el-portal-dal-sat ram!
framal Geosrsd L Akarai Solstions L] Wikipedia [ Microsoft ﬂm [l Secuity Toos L wreois B Geogle

EL FINANCIERO = EF MERCADOS EF EPAPER EF TELEVISIC
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HOME ECONOMIA W

s
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PP . S
. '.'nformalm"., ..“ 19 C
A e 2 o 4

/ i CPN =L e

TECH

‘ ’

Hackers ‘tumban Toda s s

el portal del SAT =
frenie & otros Phoses

El ataque cibernético a la pdgina del SAT se Jo atribuye y |2 competeacia

Anonymous México, segin lo publich en sus redes sociales. £1

portal del SAT aparece intermitente. Sincbens ‘tanban'd
portal ded SAT

Redsccin 00 0% "W Lt schouleacin 03 27 4 :f:: ff'::“sg

ANTCILO W3 Comertarive 000D A:A. ~a
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http://www.elfinanciero.com.mx/tech/hackers-tumban-el-portal-del-sat.html
https://www.facebook.com/hackersdemexico.net.mx

Sistema de Administracion Tributaria (SAT)

Redecciin 0300 P L actusiiecon 0% 27 AU
ETOLEIAS . SAY. Matwinn ANty ious

ARDEAD W o Comenaarca 0009 aAaA = &

La pagina www.sat.gobmx no ests funcionando

e Pl ma e e

Hachary Mbslto se slrBarpe ol sienpse ¢ o phginn del AT (Tovado de wwrw sal gods fva)

—
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Sistema de Administracion Tributaria (SAT)
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InformationWeek Security

Gartner.
DDOS attacks against U.S. Banks continue - linkages
Banks Hit Downtime Milestone In DDoS explored
Attacks
Mathew J. Schwartz
ﬂ 04 mace from Mathew Coreect dreety with Mathew: B B | Contacr

e e T A
NBC: Iran reportedly behind cyber
EWEEK : attacks on U.S. banks

DDoS Attacks on Major Banks Causing Problems for Customers

f»-\‘
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Case study 1: First Brobot Attack
DDoS campaign day 1 — large financial customer JAN 2012

6:15 am ATTACK BEGINS ? I
The campaign starts as a DNS Flood. On-site mitigation is deployed. Two tier [8:00 pm CUSTOMER PREPARATION ]

Day 3

1 telecom providers are engaged to provide upstream blocking of attack traffic. Preparing to route the 3 and final data center over to Prolexic.

7:30 am APPLIANCE FAILURE
On-site mitigation appliance fails. Local mitigation team gives up on
liance.

10:45 am TELECOM FAILURE
Both telecom DDoS service providers are proving to be ineffective against a multi-vectored UDP and
DNS attack. Attack size approximately 8-10 Gbps. Response time is approaching critical levels.

11:30 am CUSTOMER ACTIVATES PROLEXIC
Customer flips the BGP switch and all traffic from 2 out of 3 data centers is routed to Prolexic. The SOC
immediately starts the mitigation process and within 20 min the response times are down to a few seconds.

Three telecom bridges are opened with the customer; an attack line, a trouble shooting line, and a SERT
line to the FBI and Secret Service which includes the customers SERT team.

1€ 0w 19009 [5200p ) o [F oo~ oo [T 00w~ 13000
@ Atack Sue e N 4
.... )
33 ot
{‘( '! » M
a's '...‘\b* ,‘ - e e
P *...LLL \....f \..... ‘.A.L“L.A._“A....J.AJ hathan
N RCPH0Nse e 13¢
A =
Ow 1 {ose2 owes Jows owes Jows owe ? {owe {owes e 10 |
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DDoS campaign day 2 — large financial customer

Day 2 !
]
8:30 am ATTACK VECTOR MORPHS TO DNS
Another major attack was initiated. It was a multi-
vectored attack which included a DNS Flood and a UDP
Flood. The attack peaked out at 13.4 Gbps and 600,000
pps.
10:00 am 100% PROLEXIC MITIGATION
The 3rd and final data center is routed over to Prolexic.
All back channels to Web, DNS, VPN’s, Custom Apps
I rotected
€ (v~ {300 |53 O0per ) e &= 130G~ 33 90w _ 13200
8 Atack Sor G Second DNS Tood
Uoe F |
3 Oet ™
1 .'.(<- '!.-. NTA(»
2 rathic LAl the

[owe £ {owe 2 w3 |Devs 1O |Deve (o7 |oevs {Onrs |Dew 18 ]
6
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DDoS campaign day 3 — large financial customer

Day 3
9:00 am ATTACK COMPLEXITY INCREASES
Another major attack was initiated. It was a multi-vectored 8:00 pm BOTNET TAKEDOWN SUCCESSFUL
attack which was comprised of a DNS Flood of 6.3 Gbps Several CNC’s were taken down.
and 4.1 Mpps, a UDP Flood of 301 Mbps and 400K pps, a
GET Flood, UDP Fragment, and ICMP Flood that peaked
at 7.1 Gbps and 11.3 Mpps.
10:00 am PROLEXIC BOTNET TAKEDOWN WITH FBI
The GET Flood attack finally provided some non spoofed
IP addresses. Our SERT team using information from
several sources triangulated several Command and
Control PC’s or CNC’s . These addresses were then
turned over to law enforcement. The FBI proceeded to
monitor them to get more information.
6 00w {9008 [ 53.:90pe 110t {8000~ 1900 1.2 Q0w 13900
8 Atach r 2 Secor NS T ood
U F |
a3 et .
LN NEA(
p ratfic (2 .
5 P thes)
: w“ ‘ e
~ Mo A NS ~ .*
: Qb TP VR oo 0 W TR T 4 e
3 RePOonse Time 3¢
. J’\ iy
~ - ~ . ~
|owe 1 |ee2 fows (Ded ons |Deve jower |peve |owes | ey 13 }

fﬂi
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DDoS campaign day 4 — large financial customer

IDay & i ]
]
11:00 am ATTACKER UNLEASHES EVERYTHING THEY
HAVE
Another attack begins around 11 am. It started out small but by
noon it had morphed into a VERY LARGE and COMPLEX
attack. The attack vectors included: GET Flood, UDP Fragment,
DNS Flood, ICMP Flood. This campaign peaked at a very
]
Note: Prolexic is the only company in the world able to mitigate this size of attack. It should be
noted that we were mitigating another 12 attacks for other clients at the same time as this 54
Gbps attack. That should give you some idea how big our network is, the effectiveness of our
services, and the skill level of our technicians. Many providers would have been so focused on
the huge attack that they would have missed the smaller, more deadly Layer 7 attack that was
Iso launched.
(€ 00w~ 19009 53 O0pe 11000 {8000 19000~ 13 Q0w 13900
- MEack mwi | 2 " N ——
!
33 et
.'.(( egate Ty
» ratfic (a .
" M - el
s Al ™~ ‘“
3 RePonse 1o
» A\ |
) ) e = ) )
|owe 2 {oee2 {owe3 jOev s [Ows {oeve ower {oes o |oew 15 !
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DDoS campaign day 5 — large financial customer

D3y 3
9:30 am ALL QUIET ON THE BANKING FRONT
No large attacks were recorded on Day 5. The customer
directed additional traffic to Prolexic from some of its
smaller, regional data centers.
€ (On~ {300~ 53 O0pvr ) Wopr 4!«\7' 1 9000 11 e~ 13 90ery
© At r DM 4
ub |
3 Oet
1 ] "‘Q' egne NEA(»
&N Yrathic (2l the
J. M  (rye 48 l'.o-!
e e ek W o W LT
* ‘—AJ. | . - A dd *A—.‘JJJ LN
b ) Faenomee T o |Yee

- - ~ - e
J\ - |

omt oz  Jows  Joms {om [owe Towr Jows  oms T —

6
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DDoS campaign day 6 — large financial customer

Day 6
/12:00 pm HOME COUNTRY OF ATTACKER \
IDENTIFIED
Law enforcement narrows down the country origin of the
attacker and starts to zero in.
Attacker unsuccessful in impacting customer over
several days.
\Q@ny attacker C&C’s taken down. /
6 00 9 OCem | 12009~ | 3.00p™ 6 OOpe= 9 O0per 12 008™ 3 OQe=
20 » o
SEregate Atty
, ==yl P W o
) *‘ \J-‘ | W, PR ‘.JJ-JJ-‘-A....A’AJ | PSS
W “rLDs e T ime ,:
v J\ e P—
Dwy 2 |owy2 |owy3 |owya |owys { owy ¢ [Dwy? |owys |owys |owy 30
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DDoS campaign day 7 — large financial customer

=2
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Qay 7
/o N (e
Note: ATTACKS END Note: FORENSICS , o ,
Attacks end on Day 7. Throughout the campaign the After several months of detalleq forensps, it was evident
customers perimeter assets remained functional and the attackers had done extensive analysis of the target
responsive despite the best efforts of a very skilled prior to the attack.
attacker. \_
The attack never became public and there was no lack
of continuity in the day-to-day business. If the
company did not have Prolexic in place the outcome of
the campaign would have been dramatically different.
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Case Study — Stock Exchange DDoS Attack

Attack on Akamai stock exchange customer.
Peak attack traffic was 26 Gbps, 170x normal.

Page Views peaked at over 260,000 per second, 280x normal.

AN

Edge Page Views, s Page Views per Secon

) LUNA

LEge Page Viewui 2.7 Dillcn v u--.un,’oﬁ 8041004
st

23,2 viewy/3ec 28 0150w
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DDoS Attack — Stock Exchange

Akamai Offloaded over 99% of bandwidth during the attack, protecting the site.
Origin bandwidth peakeé\at only 53 Mbps.

Origin Bandwidth Officsd, in é:rccnu-:-c

ITNE GIaah SNOHE tHE G4NT 10 Wi AKIMAI FOJ0 S6OVIE NeSuied 00 e

: :
) . ‘T
R e v Ouaks 1000 ok 0488
’ - L ¥
alei! >y .

(’\
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“none of the U.S banks will be safe from our attacks”

Phase 1

Sep 12 - Early Nov 2012

DNS Packets with
“A” payload

Limited Layer 7
attacks

Began use of
HTTP dynamic
content to
circumvent static
caching defenses

Phase 2

Dec 12, 2012 - Jan 29

Incorporate
random query
strings and values

Additions to bot
army

Burst probes to
bypass rate-limiting
controls

Addition of valid
argument names,
random values

Phase 3

Late Feb 2013 — May 2013

Increased focus on
Layer 7 attacks

Larger botnet
Highly distributed

Target banks
where attacks work

Fraudsters take
advantage

Phase 4

July 2013 - Now

Updated attack
scripts, harder to
understand

Requests look
more like normal
browsers
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Operation Ababil / 2nd Phase / 4th Week

PASTEBIN | #1 paste tool since 2002
W

LR
Wy PASTEBIN

000

B create new paste gl trending pastes

4 Phase/2,w/4; Operation Ababil
BY: QASSAMCYBERFIGHTERS ON JAN 15T, 2013 | SYNTAX: NONE | SIZE: 1.68 KB | HITS: 1,482 | EXPIRES: NEVE
DOWNLOAD | RAW | EMBED | REPORT ABUSE

1= g 3
= = (@

Operation Ababil, 2nd Phase / 4th Week

Our aim of this operation is removal of that insulting and absurd film. If you are in doubt of our statements
and aims, we suggest that the U.S. authorities remove this offensive film from YouTube for one week

experimentally. Then they will see whether the attacks will be stopped or not.

<m American banks must expect our massive attacks! From now on, none of the U.S. banks
wﬂacks. /

Martyr Izz ad-Din al-Qassam Cyber Fighters

arion +h ¢ | ¢
perience the Edge
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January 3, 2013 — Massive Banking DDoS Attack

Top financial services firm with nearly 10M customers.
Peak attack traffic was 30 Gbps, 30x normal daily high traffic.

Attackers gave up after 15 minutes, and moved attack to another bank.
100% of the attack was on SSL.

) LUNA

» 3570

Feak 29.048.20 mbits/sec 4l 1115 AM

Lotest

b4

124.6) mbits/sec at 1200 PM

L Bank #1 J
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Massive Banking DDoS Attack

Peak: 29,646.26 mbits/sec at 11:15 AM

- Akamai offloaded 100% of the attack Latest:  267.25 mbits/sec at 3:00 AM
TOTAL VOLUME % VOLUME a0
W Edge Responses 1978 97.3% 21009
M Midgress Responses 35GB 0.2 %
¥ Requests 48 GB 25% dn
¥ Origin Responses 348.9 MB 200
1lam
— 15 Minutes

» “A bug impacting our windshield”.

| Bank #1 I

Pash. 9000 MBita'wec o V0 40AN

Total Origin | i
Bandwidth PR T

(Attack ended at
11:25)

Ny om . os 3nm HR
hmm N han an i o

@ LUNA Control Center

o,

i

( Akamai Experience the Edge



Massive Banking DDoS Attack

“Probe” attack was then
seen at another bank 25
minutes later.

Akamai Kona in place, and
rate controls automatically
activated.

35 © 2021 Akamai

EDGE PAGE VIEWS, IN PAGE VIEWS PER SECOND

J LUNA Control Center

Rules Triggered Requests Denied  Requests Warned
3.70 Mil 2.81 Mil 885,597

1 AAN
JUUK

-+~ Rules Trigoered == Requests Denied == Requests Warned

{ Bank #2 J

G

Experience the Edge
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Massive Banking DDoS Attack

60 minutes later, 8 Gbps attack seen on a 3™ customer.

100% of the attack was on SSL.

Akamai offload was over 99%

N\

SITE CONTENT ACCELERATED

NMBITS PER SECOND

B Edge Traffic
B Midgress Traffic

B Origin Traffic

TOTAL VOLUME

.:';J V 0 L U PAE

k Bank #3 J




@CDMF‘UWARE APM
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t12

it

morning.

hour.
- Performance and availability problems continued to 9:00 AM the following

- Compuware benchmark of bank home page, measured from 12 cities 1x

+ First performance hit recorded at 12:03 PM.
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44 PM | eankss |

ttacked at 12

- First outage recorded at 12:44 PM.

« Attack continued to 6:21 PM.

Non-Akamai bank

- Bank attacked numerous times after January 3.

@EDMF‘UWARE APM
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Questions?

fz\‘
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Gracias !

Greivin Viquez

qviqueza@akamai.com
+506 83 28 65 65
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